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ABSTRACT

Modem psychiatry relies heavily on subjective clinical assessments and patient reports, which often limits diagnostic
accuracy. Digital phenotyping, defined as the collection of objective, continuous behavioural data using smartphones and
wearables, is emerging as a promising source of novel clinical biomarkers. This review article aims to critically assess the
diagnostic efficacy of digital phenotyping, its integration with artificial intelligence (AI) algorithms, and the socio-ethical
implications in psychiatric care. An analysis of the available literature indicates that data derived from passive and active
monitoring can be successfully used to objectify diagnosis and predict symptom exacerbations, including in affective and
psychotic disorders. The integration of digital biomarkers with machine learning models enables the identification of hidden
behavioural patterns, paving the way for personalised medicine. Despite their enormous clinical potential, the widespread
implementation of these technologies faces significant barriers. These include socio-ethical challenges, such as privacy
protection, data security, difficulties in obtaining fully informed consent, as well as the risk of stigmatisation and algorithmic
bias. Furthermore, the continuous monitoring of patients raises questions about the impact of technology on trust and the
therapeutic relationship. In summary, although Al-supported digital phenotyping represents a potential breakthrough in
psychiatry, its safe implementation requires rigorous clinical validation and the establishment of a robust ethical framework
to protect patients.
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Introduction

Modern psychiatry is at a turning point, shifting from traditional, subjective methods of assessing mental
health towards a paradigm based on objective data and digital technologies. For decades, psychiatric diagnosis
has relied almost exclusively on clinical interviews and observation of the patient’s behaviour in the artificial
setting of a doctor’s surgery or hospital. Although historically well-established, this approach is fraught with
numerous limitations, such as clinicians’ cognitive biases, patients’ memory distortions (recall bias), and the
infrequency and episodic nature of therapeutic contacts, which fail to capture the dynamic nature of mental
disorders in everyday life [1, 2, 4]. In response to these challenges, the concept of digital phenotyping emerged,
defined as the real-time and continuous quantification of human interactions with digital devices, such as
smartphones or wearables. This technology promises to provide new, objective digital biomarkers that could
revolutionise the way we understand, diagnose and treat mental disorders [1, 5, 16].

A key problem with traditional psychiatry is its reliance on categorical classification systems, such as
the DSM or ICD, which group patients based on clusters of symptoms, often overlooking the profound
biological and behavioural heterogeneity within individual disorders. Initiatives such as the Research Domain
Criteria (RDoC) aim to redefine mental health by identifying dimensional neurobiological and behavioural
functions that cut across traditional diagnostic boundaries [1, 4, 20]. Digital phenotyping fits perfectly into this
new paradigm, offering tools to monitor specific domains of functioning — such as sleep, motor activity, social
interactions or cognitive functions — in real time and within the patient’s natural environment (so-called
ecological validity). This enables a shift from °subjective relationship-based psychiatry’ to ‘data-driven
psychiatry’, where the digital phenotype becomes a direct reflection of the clinical condition [1, 3, 7].

Digital phenotyping technology utilises two main data streams: active and passive. Active data requires
direct patient involvement and includes, among other things, ecological momentary assessment (EMA), in
which patients answer short questions regarding mood or suicidal thoughts via mobile applications [2, 18, 31].
Passive data, on the other hand, is collected in the background, without the need for user interaction with the
interface. It includes physical parameters collected by sensors (accelerometer, GPS, heart rate), system log
data (call history, time spent on social media, typing dynamics) and voice and language analysis [1, 16, 30,
33]. The integration of these multidimensional data streams using advanced artificial intelligence (Al) and
machine learning (ML) enables the identification of subtle behavioural patterns that can serve as predictors of
disease exacerbations (e.g. a relapse of mania or a depressive episode) much earlier than they would become
apparent in a standard clinical examination [15, 16, 20].

However, the implementation of digital phenotyping into clinical practice presents significant
challenges that go beyond the purely technological sphere. The literature increasingly highlights barriers
related to the acceptance of these tools by patients and clinicians. Psychiatrists express concerns regarding
changes to the therapeutic role, the potential dehumanisation of medicine, and over-reliance on algorithms that
may be prone to error (so-called ‘black boxes’) [6, 11, 32]. Furthermore, the specific nature of digital data —
its vast scale, continuity and intimate nature — raises unprecedented ethical and social questions. Issues
concerning privacy protection, data security, informed consent in the age of predictive algorithms, and the risk
of ‘epistemic injustice’ (a situation in which digital data is prioritised over the patient’s personal testimony)
are becoming central to discussions on the future of digital psychiatry [6, 23, 24, 30].

This review article attempts to provide a holistic overview of digital phenotyping as an innovative
biomarker in psychiatry. The following sections provide a detailed analysis of the diagnostic efficacy of these
technologies across various mental disorders, taking into account the role of artificial intelligence in data
interpretation. Particular emphasis is placed on socio-ethical implications, analysing how the digital
transformation affects the patient-doctor relationship, equity in access to care, and the patient’s agency. The
aim of this work is not only to summarise the current state of knowledge, but also to formulate
recommendations for researchers and policymakers that will enable the safe and inclusive integration of
technological innovations with the social sciences and medical practice [1, 7, 11, 25, 29].
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Methodology

The analysis is based on a set of 33 documents (original articles, systematic reviews, protocol
descriptions, ‘viewpoint’ articles and technical reports), which were selected to cover three key research
domains: (1) the clinical efficacy of digital biomarkers, (2) the technological aspects of integration with
artificial intelligence, and (3) socio-ethical implications. The inclusion criteria covered publications focusing
on the use of data from mobile and wearable devices in the context of mental health, with particular emphasis
on mood disorders, schizophrenia and the prediction of suicidal behaviour [1, 16, 20, 31]. The selection of
sources included both general works defining the digital phenotyping paradigm, as well as case studies and
descriptions of specific technological platforms (e.g. BEHAPP or protocols based on the FHIR standard) [13,
15, 19].

Analytical framework and data categorisation

The data analysis process took place in three stages. In the first stage, key concepts and definitions were
extracted, which allowed for the standardisation of terminology used in the article (e.g. the distinction between
passive and active monitoring) [1, 33]. In the second stage, the publications were grouped thematically
according to their main substantive contribution. The following categories were identified:

e Biomarker research: Studies focusing on the correlation between smartphone sensors and the
patient’s clinical condition [1, 10, 17, 21].

e Integration of Al and machine learning: Publications describing predictive models and difficulties in
interpreting ‘Big Data’ in psychiatry [3, 16, 20].

e Developmental and population perspective: Studies analysing the application of technology in
children, adolescents and the general population [9, 18, 26, 27].

e FEthics and social sciences: Documents analysing implementation barriers, privacy issues, epistemic
justice and the attitudes of medical staff [6, 23, 24, 30, 32].

Synthesis method and transdisciplinary approach

Given the profile of the *International Journal of Innovative Technologies in Social Science*, a
transdisciplinary approach was adopted in the methodology. This means that clinical data were not analysed
in isolation, but always in relation to the social context. For example, when analysing the effectiveness of
suicide prediction algorithms, not only their statistical parameters were taken into account, but also the ethical
aspects of their use in acute psychiatric wards [31]. The synthesis involved combining ‘hard’ technical data
(e.g. regarding the quality of accelerometer data) with the subjective experiences of patients and clinicians (so-
called first-person accounts), which enabled the identification of phenomena such as ‘epistemic injustice’ in
digital psychiatry [4, 8, 23, 30] .

Validation and reliability of the review

The reliability of the analysis was ensured by including studies with varying degrees of methodological
rigour — ranging from rigorous systematic reviews (e.g. on MCI and Alzheimer’s disease) to conceptual works
charting new directions for the field’s development (e.g. the concept of digital twins in forensic medicine) [10,
20, 29]. This diversity allowed us to avoid a one-sided, purely optimistic approach to technology (techno-
optimism) and enabled a reliable examination of the risks and barriers [7, 11, 24]. All citations have been
attributed to specific sources using a rigorous numbering system from [1] to [33], ensuring full traceability of
the conclusions drawn from the evidence provided [1-33].
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Results

1. Characteristics and taxonomy of digital biomarkers

An analysis of the evidence gathered allows for the formulation of a precise definition of digital
phenotyping as a method that generates objective and quantifiable clinical biomarkers. Unlike traditional
biological biomarkers (e.g. genetic or neuroimaging), digital biomarkers reflect patient behaviour in their
natural environment, which ensures their high ecological validity [1, 7, 33]. A key finding of the analysis is
the division of data into passive (collected without user involvement) and active (requiring interaction, e.g.
EMA). Passive data, such as accelerometer parameters, GPS data or phone activity logs, allow for the
reconstruction of a patient’s ‘digital footprint’, which correlates with physiological and psychological states
[1, 15, 21]. A significant contribution to the research is the identification of “blurred boundaries” in defining
these biomarkers — some authors argue that for a digital indicator to be considered a biomarker, it must have a
direct link to biological processes, whilst others emphasise its functional clinical utility [33].

2. Diagnostic effectiveness in affective and psychotic disorders

Studies indicate a high correlation between sensor data and symptom severity in mood disorders and
schizophrenia. In the case of depression, passive GPS data indicate reduced mobility (locomotion) and a
restriction of the patient’s living space, which objectifies the clinical concepts of anhedonia and social
withdrawal [1, 16, 21]. In bipolar disorder (BD), meanwhile, the dynamics of changes in digital interactions —
such as the frequency of messages sent or typing speed — allow for the identification of prodromal states of
mania before their full clinical manifestation [2, 16, 17].

In the context of schizophrenia, digital phenotyping provides unique data on behavioural disorganisation
and cognitive deficits. Analysis of call and message logs allows for the mapping of a patient’s social networks,
which is crucial for assessing social functioning. Studies on data quality in cohorts of patients with
schizophrenia have shown that, despite concerns about paranoia or lack of engagement, these patients
demonstrate sufficient retention rates to enable long-term clinical monitoring [4, 7, 16]. Additionally, voice
analysis (acoustic and semantic) is emerging as a powerful biomarker of ‘poverty of speech’ and flattened
affect, which has traditionally been difficult to measure objectively [30, 31].

3. Suicide risk prediction and crisis interventions

One of the most clinically critical applications is the use of machine learning algorithms to predict
suicidal behaviour. Traditional predictive models rarely exceeded the chance level, whereas the integration of
data from EMA and passive sensors allows for the identification of short-term (hourly or daily) windows of
risk [18, 31]. Studies conducted in acute settings have demonstrated the feasibility of using these algorithms,
although the need to maintain rigorous safety protocols in the event of the system detecting high risk is
emphasised [31, 36]. In this context, digital phenotyping enables the implementation of JITAI (Just-In-Time
Adaptive Interventions), which provide therapeutic support precisely when the patient needs it most [13, 25].

4. Integration with decision-making models and artificial intelligence

b

The results of the analysis highlight the role of advanced computational models in interpreting the ‘noise
in digital data. The use of neural networks and deep learning models enables the detection of non-linear
relationships between behaviour and brain pathophysiology [3, 16, 20]. Particularly promising is the
integration of digital data with theoretical models, such as network science, which allows symptoms to be
treated not as the effects of an underlying disease, but as mutually reinforcing elements of a dynamic system
[5]- Such integration enables the creation of ‘digital twins’ of patients, which is of particular importance in
forensic psychiatry for assessing the risk of violence and personalising clinical supervision [29].
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5. Developmental perspective: children and adolescents

The use of wearable technology and smartphones among children and adolescents provides new
evidence regarding the development of emotional dysregulation. Longitudinal studies (e.g. the ABCD project)
utilise digital phenotyping to map trajectories of mental health risk during critical periods of adolescence [9,
18, 27]. The results indicate that wearable devices can serve as effective screening tools for anxiety and
depression in children, although their use in this age group poses particular challenges regarding parental
informed consent and the protection of minors’ privacy [26, 27].

6. Technological and methodological challenges: The problem of missing data

Although digital phenotyping is often touted as a method of continuous and uninterrupted monitoring,
in reality it faces significant methodological obstacles related to the quality and completeness of the
information collected. One of the most pressing problems identified in the analysed studies is the phenomenon
of missing data. Analyses at the individual user level (e.g. using Bayesian models) show that gaps in data
streams from GPS sensors or accelerometers are not random. Furthermore, patterns of missing data often
correlate with specific socio-demographic characteristics of patients and the severity of their clinical symptoms,
which may lead to systematic errors (bias) in predictive algorithms [8, 14]. An additional challenge from a
study design perspective is the lack of standardised guidelines for determining sample size and the appropriate
duration of follow-up required to capture rare but clinically significant events, such as psychotic episodes or
suicidal behaviour [14, 31]. This leads to a situation where many early studies on digital biomarkers suffer
from insufficient statistical power, which limits their replicability [14, 16].

7. System architecture and standardisation: BEHAPP and FHIR

From the perspective of biomedical engineering and medical informatics, the sustainable
implementation of digital phenotyping requires a shift away from isolated research applications towards
integrated, fully managed cloud platforms. The BEHAPP project stands out in the literature as a case study —
a platform offered in a ‘Platform as a Service’ (PaaS), which provides a secure and standardised framework
for passive behavioural monitoring [15]. The success of such platforms depends on their ability to manage
vast, multidimensional datasets in an energy-efficient manner (without placing an excessive strain on the
patient’s phone battery) and to protect privacy from the design phase [15, 21]. Another critical finding of the
analysis is the pressing need for interoperability. Integrating data from smartphones directly into electronic
health records (EHRs) requires the use of universal data exchange standards. Adapting protocols such as Fast
Healthcare Interoperability Resources (FHIR) to handle ‘raw’ and noisy data from mobile sensors is an
essential evolutionary step that will enable doctors to use digital biomarkers in real time during routine
consultations [13, 20].

8. Acceptance of technology: The attitudes of psychiatrists and medical staff

The implementation of innovative technologies in the social sciences and medicine never takes place in
a vacuum; it is largely determined by the attitudes of the decision-makers and end-users themselves. Mixed-
methods research assessing psychiatrists’ attitudes towards machine learning-based ‘disruptive technologies’
reveals deep ambivalence [32]. On the one hand, clinicians recognise the potential of clinical decision support
systems (CDSS) to reduce their own cognitive biases and optimise diagnosis [4, 32]. On the other hand,
significant barriers to implementation are identified, such as the ‘fear of being replaced’ by machines, concerns
about the dehumanisation of psychiatric care, and mistrust of ‘black-box’ artificial intelligence models (black-
box models), whose decisions cannot be easily interpreted in pathophysiological terms [6, 16, 32]. Furthermore,
it is emphasised that the effective integration of technology into clinical practice will require the creation of
new professional roles, such as ‘digital navigators’, who will support patients and doctors in the technical use
of applications, thereby mitigating the effects of digital exclusion [11, 25].
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9. Socio-epistemological consequences and the phenomenon of epistemic injustice

From a social science perspective, the deepest implications of digital phenotyping concern relations of
power and cognitive authority in psychiatry. The shift from the patient’s subjective account to objective “hard’
digital data gives rise to the risk of so-called epistemic injustice. This phenomenon occurs when knowledge
based on algorithms and smartphone data is arbitrarily prioritised over the patient’s first-person account [23,
30]. For example, if an artificial intelligence system, based on voice and GPS analysis, indicates a stable mood,
whilst the patient reports increased subjective distress, there is a risk that the patient’s complaints will be
dismissed as unreliable [23]. The theoretical works discussed warn that uncritical reliance on algorithms may
exacerbate the alienation of people with mental disorders. Furthermore, continuous monitoring of patient
behaviour raises questions about behavioural modification under the influence of the awareness of being
observed (a modern form of the Hawthorne effect), which in turn may artificially distort the supposedly
‘objective’ digital phenotype [6, 18, 30]. Addressing these ethical challenges requires the rigorous inclusion
of patients (as equal stakeholders) in the technology design process (co-design), so that algorithms support,
rather than undermine, their autonomy [23, 24].

Discussion

1. A paradigm shift: From observation to quantification

The main conclusion drawn from the analysis of the collected data is that digital phenotyping is not
merely a new measurement tool, but heralds a fundamental paradigm shift in psychiatry. The shift from
subjective, retrospective patient accounts (often subject to memory errors) towards objective, prospective and
continuous quantification of behaviour allows for a redefinition of the concept of ‘clinical state’ [1, 2, 4]. In
the traditional model, a diagnosis is a ‘snapshot’ taken at a specific moment; digital phenotyping, by contrast,
offers a ‘film’ that reveals the dynamics of symptoms within their natural ecosystem. This shift is of colossal
significance for the social sciences, as it shifts the focus from pathology located ‘within’ the individual to the
individual’s interaction with their environment, which can be measured using smartphone sensors [1, 5, 7].
However, as critics note, over-reliance on sensor data can lead to technological reductionism, in which the
complex experience of human suffering is reduced to a set of mathematical parameters, requiring ethical and
clinical vigilance [6, 23, 30].

2. The ‘Black Box’ Problem and Trust in Artificial Intelligence

The integration of digital phenotyping with machine learning (ML) models raises one of the most serious
problems in modern digital medicine — the issue of explainability. Most advanced deep learning algorithms,
which demonstrate the highest effectiveness in predicting relapses, operate on a ‘black box’ principle. This
means that although the model accurately predicts, for example, suicide risk, the clinician is not always able
to understand which specific variables (or combinations thereof) led to that conclusion [16, 20, 32]. From the
perspective of social psychology and the sociology of medicine, a lack of algorithmic transparency undermines
clinicians’ trust and may lead to resistance to the implementation of these systems in routine care. As attitude
studies have shown, psychiatrists fear a loss of decision-making autonomy to opaque IT systems [6, 32]. The
solution to this dilemma appears to lie in the development of so-called ‘explainable artificial intelligence’
(XAI), which will allow algorithmic results to be mapped onto clinical domains comprehensible to humans,
such as sleep quality, social activity or psychomotor speed [16, 30].
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3. The reorganisation of the therapeutic relationship and the role of ‘Digital Navigators’

The large-scale implementation of monitoring technologies will inevitably change the dynamics of the
doctor-patient relationship. On the one hand, access to objective data may empower patients, providing them
with tools to better understand their own condition and participate in decisions regarding their treatment [7,
11, 25]. On the other hand, there is a risk that technology will become a barrier, a ‘third party’ in the consulting
room, distracting the doctor from direct contact with the patient. A particularly important conclusion is the
need to establish a new group of specialists — ‘digital navigators’. Their role would be not only to provide
technical support to patients in using the app, but also to assist in interpreting data and filtering it for the doctor,
in order to prevent information overload among medical staff [11, 25, 63]. This approach is in line with the
principles of inclusive medicine, which aims to ensure that innovations do not exacerbate stigmatisation but
instead serve as a bridge in clinical communication [6, 24].

4. Social justice and the digital divide

Any analysis of the socio-ethical implications must not overlook the issue of fairness in access to
innovation. Digital phenotyping is based on the assumption of widespread smartphone ownership and internet
access, which in many social groups (people experiencing homelessness, older people, those of low socio-
economic status) is still not the norm [8, 14, 21]. There is a real risk that ‘digital biomarkers’ will become the
privilege of the wealthier and better-educated, leading to a new form of stratification within the healthcare
system. Furthermore, systematic errors in data (missing data bias) resulting from technical issues or a lack of
user engagement may render algorithms less effective in marginalised populations, which is an example of
‘algorithmic bias’ [8, 23, 24]. To avoid this, the ethical framework of digital psychiatry must strictly adhere to
the principles of distributive justice and aim to create tools with a low entry threshold that are resilient to data
gaps and differences in users’ digital literacy [7, 13, 30].

5. Privacy in the age of the ‘Screenome Project’ and medical surveillance

Another key theme of the discussion is the tension between the need for clinical supervision and the
patient’s right to privacy. Digital phenotyping allows for an almost complete mapping of a patient’s life (the
so-called ‘screenome’), which is particularly sensitive in psychiatry due to the intimate nature of the data
collected (e.g. message content, location, social interactions) [21, 30, 33]. The theoretical studies analysed
point to the risk of a shift from ‘monitoring for care’ to ‘digital surveillance’, which may infringe upon the
sense of autonomy and dignity of people with mental disorders [6, 23, 24]. The issue of informed consent in
this context becomes a challenge — is a patient in the acute phase of their illness able to fully understand the
long-term consequences of making their behavioural data available to predictive algorithms? It is proposed
that dynamic consent models and robust data anonymisation mechanisms be implemented directly on the
device (on-device processing) to minimise the risk of sensitive information leaks [15, 21, 30].

6. Limitations of the current state of research and directions for the future

Despite the enthusiasm for research, one must take a critical view of the fact that most studies on digital
phenotyping to date have been pilot studies or have been based on small, selected groups of participants. The
lack of large-scale controlled clinical trials (RCTs) that would unequivocally confirm the superiority of
interventions based on digital biomarkers over standard care is currently the main barrier to clinical adoption
[7, 14, 16]. Future research should focus on the external validation of algorithms across different cultural and
linguistic contexts, and on the integration of digital data with multi-omic data (genetics, neuroimaging), which
would enable the creation of truly precision psychiatry [3, 12, 22]. Only such a multidimensional approach,
combining hard biology with a dynamic digital phenotype, will allow the full potential of technology to be
harnessed in the service of mental health [1, 20, 22].
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Conclusions

1. A summary of the potential of digital phenotyping

The literature review conducted clearly indicates that digital phenotyping represents a groundbreaking
paradigm shift with the potential to move psychiatry away from the era of subjectivity towards objective, data-
driven medicine (data-driven psychiatry). The most important clinical conclusion is the confirmation that
passive data collected by smartphones — such as GPS mobility, keyboard interaction dynamics and voice
parameters — constitute reliable and sensitive biomarkers of mental states [1, 2, 16, 21]. These technologies
allow for the capture of a ‘real-time phenotype’, which enables not only more precise diagnosis of affective
and psychotic disorders, but above all the early detection of prodromal states and relapses, which was
previously unattainable in the standard model of episodic care [4, 7, 17, 31]. Digital biomarkers, thanks to their
high ecological validity, offer unique insight into a patient’s functioning in their natural environment, which
is crucial for the personalisation of therapeutic strategies [1, 3, 20, 33].

2. The Role of Artificial Intelligence and Computational Modelling

The integration of digital phenotyping with advanced artificial intelligence and machine learning models
is an essential prerequisite for transforming raw sensor data into useful clinical knowledge. Analysis has shown
that ML models are capable of identifying non-linear and multidimensional behavioural patterns that exceed
the perceptual capabilities of a human observer [16, 20, 29]. A key conclusion in this area, however, is the
need to move away from ‘black box’ models in favour of interpretable solutions (Explainable AlI), which will
allow clinicians to understand the mechanisms behind algorithmic prediction [6, 30, 32]. Furthermore, the
development of the concept of ‘digital twins’ and the application of network science in symptom analysis
opens up new avenues in precision psychiatry, allowing the simulation of disease progression and the testing
of interventions in a safe digital environment prior to their implementation in patients [5, 20, 29].

3. Ethical and social imperative: Inclusivity and equity

From a social sciences perspective, the most important conclusion drawn from this review is that the
success of the digital transformation of psychiatry depends not so much on the perfection of algorithms as on
rigorous adherence to ethical standards and a commitment to social equity. The implementation of digital
biomarkers poses a real risk of exacerbating health inequalities (digital exclusion) and giving rise to epistemic
injustice, in which sensor data could invalidate a patient’s subjective account [8, 23, 24, 30]. It is therefore
essential to design technology in an inclusive manner (co-design with patients), ensure the highest standards
of privacy protection (Privacy by Design), and establish a legal framework guaranteeing patients control over
their ‘digital footprint’ [6, 15, 21, 30]. Only digital medicine that respects the patient’s autonomy and agency
stands a chance of gaining full social acceptance and being permanently integrated into healthcare systems [23,
24, 32].

4. Recommendations for clinical practice and healthcare systems

For digital phenotyping to become the standard in psychiatric care, a systemic reorganisation of medical
services is essential. Key recommendations include:

Standardisation and Interoperability: It is essential to implement universal data exchange standards, such as
FHIR, to enable the seamless integration of digital biomarkers with electronic health records (EHRs) [13, 20].

Human Capital Support: A new professional role should be established — “digital navigators’ — who will
act as a technological bridge between the patient and the clinician, reducing fear of technology and providing
technical support [11, 25, 63].

Education and Building Trust: It is essential to incorporate digital psychiatry into the training
programmes for doctors and medical staff in order to change attitudes and foster an understanding of the role
of clinical decision support systems as tools that support, rather than replace, human judgement [6, 32].
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5. Research prospects and concluding remarks

In summary, although digital phenotyping is still in a phase of rapid development and requires further
validation in large, multicentre clinical trials (RCTs), its transformative potential is undeniable [7, 14, 16].
Future research should focus on integrating digital data with multi-omic data and on investigating the long-
term impact of continuous monitoring on patients’ mental well-being and social functioning [3, 12, 18, 22]. If
technological barriers can be overcome and ethical dilemmas properly addressed, digital phenotyping will
become the cornerstone of modern, precise and equitable 21st-century psychiatry, enabling the reduction of
suffering for millions of people struggling with mental disorders worldwide [1, 2, 7, 20, 25].

Limitations and Future Directions

1. Methodological limitations and the ‘missing data’ problem

A key limitation of current research into digital phenotyping is methodological imperfection arising
from the nature of the data collected. Although the theoretical premise of the technology is ‘continuous and
uninterrupted’ monitoring, clinical and research practice faces a significant challenge in the form of so-called
missing data. Bayesian analyses conducted on datasets from various studies clearly demonstrate that gaps in
sensor readings (e.g. GPS or accelerometer) are rarely purely random. Most often, they correlate with the
patient’s clinical condition (e.g. a patient suffering from severe depression may not charge their phone or may
deliberately disable location services) and with their socio-demographic status [8, 14, 16]. This leads to
systematic analytical errors (bias), which may artificially inflate the effectiveness of predictive models or
render them unrepresentative of populations with lower economic status. This phenomenon undermines one
of the main tenets of digital psychiatry — its purported complete objectivity [8, 14, 21].

Another serious limitation is the lack of established, uniform standards for the design of studies using
mobile technologies. The literature on the subject points to a pressing shortage of rigorous guidelines regarding
the determination of minimum sample size and the required follow-up period for specific clinical conditions.
Traditional methods of statistical power analysis are often insufficient when dealing with the multidimensional
time-series data generated by smartphones [14, 16]. As a result, a vast majority of existing publications are
based on small, pilot cohorts, which dramatically limits the generalisability of results and the replicability of
findings in broader clinical populations [1, 7, 14].

2. Technological limitations: Hardware fragmentation and ‘black boxes’

From a technological perspective, the development of the field is hampered by the extreme
fragmentation of the mobile device ecosystem. Variations in sensor quality across different smartphone models
(e.g. differences in accelerometer sensitivity between older and newer devices, or the specific nature of battery
management systems in iOS and Android, which arbitrarily ‘kills’ background data-collection processes) mean
that the acquired signals are contaminated with technological noise [15, 16, 21]. This limits the reliability of
measurements and hinders the development of universal algorithms. Even advanced platforms, such as
BEHAPP, despite huge progress in standardising data collection processes, still have to grapple with the trade-
off between measurement accuracy and the patient’s battery consumption [15, 20].

The most serious criticism levelled at the algorithmic layer is the so-called ‘black-box problem’, which
is intrinsically linked to deep learning models. These models are capable of extremely precise prediction of
relapses of psychiatric symptoms or suicide risk based on non-linear relationships within vast datasets (Big
Data). Unfortunately, their architecture makes it impossible to deduce why a given model made a specific
decision and exactly which patient behaviour triggered the alert [16, 20, 31]. In medicine, and particularly in
psychiatry, where the therapeutic relationship is based on explanation and understanding, the lack of
transparency in algorithms provokes deep resistance within the medical community. Psychiatrists are wary of
undertaking clinical interventions solely on the basis of recommendations from a system they do not
understand [6, 16, 32].
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3. Lack of rigorous clinical trials (RCTs)

Despite promising results from proof-of-concept studies, the literature clearly highlights a shortage of
large-scale, randomised controlled trials (RCTs). The vast majority of current analyses focus on the correlation
of digital data with symptoms (feasibility studies) or on diagnosis [1, 7, 16]. Changing this situation requires
a shift from purely observational medicine to interventional medicine. Only clinical trials in which the use of
digital phenotyping as a preventive or treatment-modifying tool is compared with the classic ‘standard of care’
will allow the cost-effectiveness and clinical efficacy of these technologies to be definitively proven. Until
then, this technology will remain an interesting research tool, but will not attain the status of a fully-fledged
medical standard covered by insurers [7, 11, 20].

4. Future directions: Integrating digital data with multi-omics research

A key direction for future research, which will enable a leap forward in precision psychiatry, is the
integration of digital phenotyping with the multi-omics paradigm and advanced neuroimaging [3, 17, 22].
Previous analyses have often treated mobile data in isolation. However, the true potential lies in combining
continuous behavioural data from the environment (exposome) with an individual’s genetic profile (genomics,
transcriptomics) and objective markers of neural network activity (e.g. resting-state fMRI). This approach will
allow researchers to trace the full pathophysiological pathway: from genetic predisposition, through brain
activity, to a tangible, measurable behavioural change recorded by the patient’s smartphone [3, 12, 17]. This
will enable the full realisation of the objectives of the Research Domain Criteria (RDoC) initiative [1, 4, 16].

5. The Development of ‘Explainable’ Artificial Intelligence and Digital Twins

To overcome the ‘black box’ barrier and build clinicians’ trust, biomedical engineering must focus on
the development of Explainable Artificial Intelligence (XAI). These tools must translate complex analyses into
a “language” understandable to a doctor, e.g. by translating raw data vectors from an accelerometer into an
understandable “morning psychomotor delay” indicator [16, 30]. In parallel, a promising and highly innovative
direction for the future is the use of network science to create Digital Twin systems for psychiatric patients.
These models, which are virtual copies of the patient updated in real time using data from a smartphone, will
allow for the safe, algorithmic testing of various therapeutic options (e.g. changes in medication dosage) and
the prediction of their effects before they are applied in the physical world [5, 20, 29].

6. The participatory design model (Co-Design) as a safeguard against epistemic injustice

From the perspective of the social sciences (which forms the core of the target journal), the most
important direction of development for the coming years must be a radical shift in the approach to designing
interventions. Digital phenotyping must not be a tool imposed on patients by institutions (‘top-down’). Future
applications and algorithms must be developed using a ‘co-design’ model, where people with experience of
mental health crises are equal co-creators of the technology. Only such an approach will ensure that digital
biomarkers do not become a tool of surveillance and do not generate epistemic injustice by ignoring the
personal experience of illness [23, 24, 30]. Inclusivity at the design stage also guarantees the creation of tools
that are user-friendly for older people, cultural minorities and patients with cognitive impairments, which will
ultimately mitigate the risk of digital exclusion in healthcare [6, 23, 25, 30].

e-ISSN: 2544-9435 10



3(51) (2026): International Journal of Innovative Technologies in Social Science

10.

11.

12.

13.

14.

Author Contributions: Conceptualization: Julia Szymkowiak
Methodology: Julia Szymkowiak, Zuzanna Zalewska

Software: Julia Szymkowiak, Karolina Reczka

Check: Julia Szymkowiak, Maria Wozniak

Validation/Check: Julia Szymkowiak, Karolina Reczka, Maria Wozniak, Zuzanna Zalewska
Formal Analysis: Julia Szymkowiak, Karolina Reczka

Investigation: Julia Szymkowiak, Zuzanna Zalewska

Resources: Julia Szymkowiak, Maria Wozniak

Data curation: Julia Szymkowiak, Zuzanna Zalewska

Writing — rough preparation: Julia Szymkowiak, Karolina Reczka

Writing — Review and Editing: Julia Szymkowiak, Maria Wozniak
Supervision / Project Administration: Julia Szymkowiak, Zuzanna Zalewska
All authors have read and agreed to the published version of the manuscript.

REFERENCES

Oudin A., Maatoug R., Bourla A., Ferreri F., Bonnot O., Millet B., Schoeller F., Mouchabac S., Adrien V. (2023).
Digital phenotyping: Data-Driven psychiatry to redefine mental health. Journal of Medical Internet Research, 25,
€44502. https://doi.org/10.2196/44502

Torous J., Bucci S., Bell LH., Kessing L.V, Faurholt-Jepsen M., Whelan P., Carvalho A.F., Keshavan M., Linardon
J., Firth J. (2021). The growing field of digital psychiatry: Current evidence and the future of apps, social media,
chatbots, and virtual reality. World Psychiatry, 20(3), 318-335.

Neuropsychopharmacology (Editorial). (2021). Big data in psychiatry: Multiomics, neuroimaging, computational
modeling, and digital phenotyping. Neuropsychopharmacology, 46, 1-2. https://doi.org/10.1038/s41386-020-00862-x
Mouchabac S., Congjero 1., Lakhlifi C., Msellek 1., Malandain L., Adrien V., Ferreri F., Millet B., Bonnot O., Bourla
A., Maatoug R. (2021). Improving clinical decision-making in psychiatry: Implementation of digital phenotyping
could mitigate the influence of patient's and practitioner's individual cognitive biases. Dialogues in Clinical
Neuroscience, 23(1), 52-61. https://doi.org/10.1080/19585969.2022.2042165

Lydon-Staley D.M., Barnett 1., Satterthwaite T.D., Bassett D.S. (2019). Digital phenotyping for psychiatry:
Accommodating data and theory with network science methodologies. Current Opinion in Biomedical Engineering,
9, 8-13. https://doi.org/10.1016/j.cobme.2018.12.003

Stanghellini G., Leoni F. (2020). Digital phenotyping: Ethical issues, opportunities, and threats. Frontiers in
Psychiatry, 11, 473. https://doi.org/10.3389/fpsyt.2020.00473

Huckvale K., Venkatesh S., Christensen H. (2019). Toward clinical digital phenotyping: A timely opportunity to
consider purpose, quality, and safety. npj Digital Medicine, 2(1).

Kiang M.V, Chen J.T., Krieger N., Buckee C.O., Alexander M.J., Baker J.T., Buckner R.L., Coombs III G., Rich-
Edwards J.W., Carlson K.W., Onnela J.P. (2021). Sociodemographic characteristics of missing data in digital
phenotyping. Scientific Reports, 11, 15408. https://doi.org/10.1038/s41598-021-94516-7

Nees F., Deserno L., Holz N.E., Romanos M., Banaschewski T. (2021). Prediction along a developmental
perspective in psychiatry: How far might we go? Frontiers in systems neuroscience, 15, 670404.
https://doi.org/10.3389/fnsys.2021.670404

Piau A., Wild K., Mattek N., Kaye J. (2019). Current state of digital biomarker technologies for Real-Life, Home-
Based monitoring of cognitive function for mild cognitive impairment to mild alzheimer disease and implications
for clinical care: Systematic review. Journal of Medical Internet Research, 21(8), e12785.
https://doi.org/10.2196/12785

Kalman J.L., Burkhardt G., Samochowiec J., Gebhard C., Dom G., John M., Kilic O., Kurimay T., Lien L., Schouler-
Ocak M., Vidal D.P., Wiser J., Gaebel W., Volpe U., Falkai P. (2024). Digitalising mental health care: Practical
recommendations from the FEuropean psychiatric association. European Psychiatry, 67(1), e4, 1-7.
https://doi.org/10.1192/j.eurpsy.2023.2466

Derks E.M., Gamazon E.R. (2020). Integration of genetics with -omics data in psychiatry. World Psychiatry, 19(1).
Vaidyam A., Halamka J., Torous J. Actionable digital phenotyping: a framework for the delivery of just-in-time and
longitudinal interventions in clinical healthcare. Technical Report. Beth Israel Deaconess Medical Center, Harvard
Medical School.

Barnett 1., Torous J., Reeder H.T., Baker J., Onnela J.P. (2020). Determining sample size and length of follow-up
for smartphone-based digital phenotyping studies. Journal of the American Medical Informatics Association, 27(12),
1844-1849. https://doi.org/10.1093/jamia/ocaa201

e-ISSN: 2544-9435 11



3(51) (2026): International Journal of Innovative Technologies in Social Science

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

Jagesar R.R., Vorstman J.A., Kas M.J. (2021). Requirements and operational guidelines for secure and sustainable
digital phenotyping: Design and development study. Journal of Medical Internet Research, 23(4), ¢20996.
https://doi.org/10.2196/20996

Galatzer-Levy L.R., Onnela J.P. (2023). Machine learning and the digital measurement of psychological health.
Annual Review of Clinical Psychology, 19, 133-154. https://doi.org/10.1146/annurev-clinpsy-080921-073212
Goldstein-Piekarski A.N., Holt-Gosselin B., O'Hora K., Williams L.M. (2020). Integrating sleep, neuroimaging, and
computational approaches for precision psychiatry. Neuropsychopharmacology, 45, 192-204.

Huang D., Emedom-Nnamdi P., Onnela J.P., Van Meter A. (2025). Design and feasibility of smartphone-based
digital phenotyping for long-term mental health monitoring in adolescents. PLOS Digital Health, 4(7), €0000883.
https://doi.org/10.1371/journal.pdig.0000883

Kilshaw R.E., Boggins A., Everett O., Butner E., Leitker F.R., Baucom B.R.W. (2024). Benchmarking mental health
status using passive sensor data: Protocol for a prospective observational study. JMIR Research Protocols, 13,
€53857. https://doi.org/10.2196/53857

Barron D.S., Baker J.T., Budde K.S., Bzdok D., Fickhoff S.B., Friston K.J., Fox P.T., Geha P., Heisig S., Holmes
A., OnnelaJ.P., Powers A., Silbersweig D., Krystal J.H. (2021). Decision models and technology can help psychiatry
develop biomarkers. Frontiers in Psychiatry, 12, 706655. https://doi.org/10.3389/fpsyt.2021.706655

Chen I.LM., Chen Y.Y., Liao S.C., Lin Y .H. (2022). Development of digital biomarkers of mental illness via mobile
apps for personalized treatment and diagnosis. Journal of Personalized Medicine, 12(6), 936.
https://doi.org/10.3390/jpm 12060936

Montag C., Quintana D.S. (2023). Digital phenotyping in molecular psychiatry-a missed opportunity? Molecular
psychiatry, 28, 6-9. https://doi.org/10.1038/s41380-022-01795-1

Slack S.K., Barclay L. (2023). First-person disavowals of digital phenotyping and epistemic injustice in psychiatry.
Medicine, Health Care and Philosophy, 26, 605-614. https://doi.org/10.1007/s11019-023-10174-8

Torous J., Blease C. (2024). Return of results in digital phenotyping: Ethical considerations for Real-World use
cases. The American Journal of Bioethics, 24(2), 91-93. https://doi.org/10.1080/15265161.2024.2298146

Bond R.R., Mulvenna M.D., Potts C., O'Neill S., Ennis E., Torous J. (2023). Digital transformation of mental health
services. npj Mental Health Research, 2, 13.

O'Leary A., Lahey T., Lovato J., Loftness B., Douglas A., Skelton J., Cohen J.G., Copeland W.E., McGinnis R.S.,
McGinnis E.W. (2024). Using wearable digital devices to screen children for mental health conditions: Ethical
promises and challenges. Sensors, 24, 3214. https://doi.org/10.3390/s24103214

Vlisides-Henry R.D., Gao M., Thomas L., Kaliush P.R., Conradt E., Crowell S.E. (2021). Digital phenotyping of
emotion dysregulation across lifespan transitions to better understand psychopathology risk. Frontiers in Psychiatry,
12, 618442. https://doi.org/10.3389/fpsyt.2021.618442

Hurley M.E., Sonig A., Herrington J., Storch E.A., Lazaro-Muifioz G., Blumenthal-Barby J., Kostick-Quenet K.
(2024). Ethical considerations for integrating multimodal computer perception and neurotechnology. Frontiers in
Human Neuroscience, 18, 1332451. https://doi.org/10.3389/fnhum.2024.1332451

Olawade J.O., Ebo T.O., Alabi J.O., Makanjuola B.D., Egbon E., Olawade D.B. (2026). Digital twin technology in
forensic mental health. Journal of Forensic and Legal Medicine, 120, 103137.

Loch A.A., Lopes-Rocha A.C., Ara A., Gondim J.M., Cecchi G.A., Corcoran C.M., Mota N.B., Argolo F.C. (2022).
Ethical implications of the use of language analysis technologies for the diagnosis and prediction of psychiatric
disorders. JMIR Mental Health, 9(11), e41014. https://doi.org/10.2196/41014

Haines-Delmont A., Chahal G., Bruen A.J., Wall A., Khan C.T., Sadashiv R., Fearnley D. (2020). Testing suicide
risk prediction algorithms using phone measurements with patients in acute mental health settings: Feasibility study.
JMIR mHealth and uHealth, 8(6), e15901. https://doi.org/10.2196/15901

Bourla A., Ferreri F., Ogorzelec L., Peretti C.S., Guinchard C., Mouchabac S. (2018). Psychiatrists' attitudes toward
disruptive  new  technologies:  Mixed-Methods  study. JMIR  Mental Health, 5(4), ¢10240.
https://doi.org/10.2196/10240

Montag C., Elhai J.D., Dagum P. (2021). On blurry boundaries when defining digital biomarkers: How much biology
needs to be in a digital biomarker? Frontiers in psychiatry, 12, 740292. https://doi.org/10.3389/fpsyt.2021.740292

e-ISSN: 2544-9435 12



	Introduction
	Methodology
	Results
	1. Characteristics and taxonomy of digital biomarkers
	2. Diagnostic effectiveness in affective and psychotic disorders
	3. Suicide risk prediction and crisis interventions
	4. Integration with decision-making models and artificial intelligence
	5. Developmental perspective: children and adolescents
	6. Technological and methodological challenges: The problem of missing data
	7. System architecture and standardisation: BEHAPP and FHIR
	8. Acceptance of technology: The attitudes of psychiatrists and medical staff
	9. Socio-epistemological consequences and the phenomenon of epistemic injustice
	Discussion
	1. A paradigm shift: From observation to quantification
	2. The ‘Black Box’ Problem and Trust in Artificial Intelligence
	3. The reorganisation of the therapeutic relationship and the role of ‘Digital Navigators’
	4. Social justice and the digital divide
	5. Privacy in the age of the ‘Screenome Project’ and medical surveillance
	6. Limitations of the current state of research and directions for the future
	Conclusions
	1. A summary of the potential of digital phenotyping
	2. The Role of Artificial Intelligence and Computational Modelling
	3. Ethical and social imperative: Inclusivity and equity
	4. Recommendations for clinical practice and healthcare systems
	5. Research prospects and concluding remarks
	1. Methodological limitations and the ‘missing data’ problem
	2. Technological limitations: Hardware fragmentation and ‘black boxes’
	3. Lack of rigorous clinical trials (RCTs)
	4. Future directions: Integrating digital data with multi-omics research
	5. The Development of ‘Explainable’ Artificial Intelligence and Digital Twins
	6. The participatory design model (Co-Design) as a safeguard against epistemic injustice

